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● Input: Given a trained model that potentially has backdoors.
● Task: Remove the potential backdoors and simultaneously 

compress the model size for resource-constrained device.

Clean & Compact
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Previous Works on Backdoor Defense

● Given a model infected with backdoors, try to identify the infected 
parts of model (neurons, channels) then prune them.

● Requires 1%-5% clean data to identify infected parts of the 
model, and fine-tune the model after pruning.

Small, clean dataset

Previous Works on
Backdoor Defense

Infected Model

Clean Model
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● Given a model infected with backdoors, try to identify the infected 
parts of model (neurons, channels) then prune it.

● Requires 1%-5% clean data to identify infected parts of the 
model, and fine-tune the model after pruning.
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Poor Compression 
Performance!

Can’t be 
deploy on resource 
constrained devices

Rely on clean dataset
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Our motivation

Develop a backdoor defense that can simultaneously:

● Effectively remove backdoors from infected model.
● Achieve high compression performance.
● Do not rely on any data at all.

Our Clean & Compact
Backdoor DefenseInfected Model Clean Model Ready to be

deploy on resource 
constrained devices
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Low Rank Decomposition

6

Matrix decomposition vs. tensor decomposition: 
(a) low-rank matrix decomposition (truncated SVD); 
(b) low-rank tensor decomposition (Tucker decomposition).
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Observation

● Key Idea: Explore Model Backdoor Sensitivity From Singular Values
● Decompose all weight tensor using Tucker-2, collect the singular values 

of all layers.
● Plot the normalized singular values, together with activation values of 

backdoor examples, and clean examples
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Removing backdoors, and reducing model size

1) Apply Tucker-2 low rank decomposition:

2) Scale the rank components in mode-1 matricization:

3) Scale the rank components in mode-2 matricization:

4) Prune the ranks component to reduce the model size:
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Boosting Performance via Synthetic Data-Aided Fine-Tuning

● Considering the unavailability of training dataset in the realistic data-free setting, we 
propose to generate synthetic data for efficient fine-tuning.

● Synthetic data can be generated by ZeroQ algorithm by iteratively optimizing randomly 
generated data to match model’s batch norms stats

● When performance untarget adversarial attacks on these synthetic data, most adv. 
examples fall into the backdoor class.

● Hence these adversarial synthetic data can serve as a proxy for real backdoor data for 
fine-tuning
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Overall process of Clean & Compact
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Conclusion

● We develop a backdoor defense that can effectively remove backdoors, 
achieve high compression performance without using any data.

● Overall, the Clean & Compact (C&C) method addresses critical gaps in 
backdoor defense, paving the way for more secure and efficient deployment 
of DNNs across various applications.

Our Clean & Compact
Backdoor DefenseInfected Model Clean Model Ready to be

deploy on resource 
constrained devices


